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Introduction

This policy has been reviewed and revised in line with the General Data Protection Regulations by the Governance
Task Group of North Worcestershire Basement Projects and was first adopted by the Board of Trustees on 19
February 2018.

North Worcestershire Basement Projects Ltd is fully committed to the General Data Projection Regulations applying
from May 2018. We review how data is treated at every stage of operation to ensure compliance with GDPR. The
Board of Trustees is the Data Controller for information held by our employees. The Board appoints a
trustee/director to have oversight of Data Protection (Jamie Morris in 2024) in addition to an employee taking on the
responsibility of Data Protection Administrator. (Caleb Mallard in 2024) Several employees process this data.
Where outside agencies such as Data Systems Providers (e.g. Inform) are used by the organisation, they are the
Data Controller.

North Worcestershire Basement Projects Ltd is required to maintain certain personal data about individuals for the
purposes of satisfying our operational and legal obligations. We recognise the importance of correct and lawful
treatment of personal data as it helps to maintain confidence in our organisation and to ensure efficient and
successful outcomes when using this data.

The types of personal data that we process include information about current, past, and prospective employees
(during the recruitment process); volunteers; service users and customers. Personal data may consist of data kept
on paper, computer, or our electronic database. This data is not kept longer than is necessary for legal or
operational functions to be completed.

Data that is not of a personal nature is kept in relation to suppliers and other organisations, and partners with whom
we have a working relationship.

This policy indicates how North Worcestershire Basement Projects Ltd intends to meet its legal responsibilities for
data protection. Any breach will be taken seriously and may result in formal disciplinary action. Any employee or
volunteer who considers that the policy has been breached in any way should raise the matter with his/her
manager, or a Trustee. Any service user who considers that the policy has been breached in any way should raise
the matter using our complaints procedure with the CEO or a Trustee.

Data protection training for employees and volunteers is refreshed on a regular basis. Data Protection is a
permanent item on the agenda for Board and team meetings.

Principles

We endorse and adhere to Article 5 of the GDPR which states that personal data must be:

1. Processed fairly, lawfully and in a transparent manner in relation to the data subject. This means we will
inform each service user that we wish to hold information about them, and we will obtain their written consent
(Appendix 3) This means that the service user must consent, or not, to their data being used before that data is
obtained. The service user has the right to stop their data being used for direct marketing, including fundraising.
The service user has the right to see a full description of data held about them, both manually and on a
computer and to have the data corrected or deleted if it is inaccurate or likely to cause damage or distress.

2. Collected for specified, explicit and legitimate purposes and not further processed for other purposes
incompatible with those purposes. We will only hold data which is related to the issue of service provision
both in general terms and as it relates to the individual service user.

3. Adequate, relevant, and limited to what is necessary in relation to the purposes for which data is
processed. We will only hold data on an individual service user which is necessary to provide and improve the
service we offer to that service user. Records will be as accurate as possible and will be kept up to date.

Accurate and, where necessary, kept up to date.

Kept in a form that permits identification of data subjects for no longer than is necessary for the
purposes for which the personal data is processed. Once a service user is no longer within our agreed age
range (i.e. over 25 years old) or is no longer working with us, the service user will be given the option of their
records being destroyed, or kept for relevant statistical information, or kept for information to be passed onto an
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organisation which is continuing work with the service user. We will keep information on former clients for no
longer than 3 years.

6. Processed in a way that ensures appropriate security of the personal data including protection against
unauthorised or unlawful processing and against accidental loss, destruction, or damage, using
appropriate technical or organisational measures. Information held on computer is password secure and
access is limited to designated employees. Records of the database will be backed up regularly to protect
against loss of data. Disks holding this back up will be locked away. Manual records should be locked in a filing
cabinet, again with limited access, and in such a way that the records are not damaged.

7. Accountability and Compliance There are six privacy principles in Article 5 of the GDPR, however clause 2 of
Article 5 stipulates “the controller shall be responsible for, and be able to demonstrate compliance with,
paragraph 1 (‘accountability’).” It simply means that the data controller is responsible for ensuring compliance
and for demonstrating compliance and therefore must ensure that all the privacy principles are met across the
entire lifecycle of the personal data while within the organisation’s control. Responsibility for compliance covers
all third-party processors in addition to internal departments and teams.

These principles apply to obtaining, handling, processing, transportation, and storage of personal data. Employees
and agents of North Worcestershire Basement Projects Ltd who obtain, handle, process, transport, and store
personal data for us must adhere to these principles at all times.

Types of data
The GDPR lays down conditions for the processing of Personally Identifiable Information (PII).

Pll is defined as data relating to a living individual who can be identified from that data; or from that data and other
information, which is in the possession of, or is likely to come into the possession of the Data Controller and
includes an expression of opinion about the individual and any indication of the intentions of the Data Controller, or
any other person in respect of the individual. The GDPR’s definition also makes it clear that information such as an
online identifier — e.g. an IP address — can be personal data. The more expansive definition provides for a wide
range of personal identifiers to constitute personal data, reflecting changes in technology and the way
organisations collect information about people.

The GDPR applies to both automated personal data and to manual filing systems where personal data is
accessible according to specific criteria. This is wider than the Data Protection Act’s definition and could include
chronologically ordered sets of manual records containing personal data.

Sensitive personal data is defined as personal data consisting of information regarding an individual's racial or
ethnic origin; political opinion; religious or other beliefs; trade union membership; physical or mental health or
condition; sexuality; or criminal proceedings or convictions.

Personal data that has been pseudonymized — e.g. key-coded — can fall within the scope of the GDPR depending
on how difficult it is to attribute the pseudonym to a particular individual.

The GDPR refers to sensitive personal data as “special categories of personal data”. These categories are broadly
the same as those in the Data Protection Act, but there are some minor changes.

For example, the special categories specifically include genetic and biometric data, where they are processed to
uniquely identify an individual.

Personal data relating to criminal convictions and offences are not included, but similar extra safeguards apply to
its processing.

Handling of personal/sensitive information

North Worcestershire Basement Projects Ltd will, through appropriate management and the use of strict criteria
and controls:

e obtain permission to record personal and potentially sensitive data for service users

e observe fully the conditions concerning the fair collection and use of personal information
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specify the purpose for which information is used

collect and process information only to the extent that it is needed to fulfil operational needs or legal
requirements

endeavour always to ensure the quality of information used
not keep information for longer than required, operationally or legally

always endeavour to safeguard personal information by physical and technical means (i.e. keeping paper
files and other records or documents containing personal/sensitive data in a secure environment; protecting
personal data held on computers and computer systems using secure passwords, which where possible, are
changed periodically and ensuring that individual passwords are not easily compromised)

ensure that personal information is not transferred abroad without suitable safeguards

ensure that the lawful rights of people about whom the information is held can be fully exercised.

In addition, North Worcestershire Basement Projects Ltd will ensure that:

there is someone with specific responsibility for data protection in the organisation - the designated Trustee
with Data Protection and an employee who acts as Data Protection Administrator

all employees managing and handling personal information understand that they are contractually
responsible for following good data protection practice

all employees managing and handling personal information are appropriately trained to do so
all employees managing and handling personal information are appropriately supervised

a clear procedure is in place for anyone wanting to make enquiries about handling personal information,
whether an employee or a member of the public, and that such enquiries are promptly and courteously dealt
with

methods of handling personal information are regularly assessed and evaluated
any data sharing is carried out under a written agreement, setting out the scope and limits of the sharing

any disclosure of personal data will be in compliance with approved procedures.

Note that, by law, North Worcestershire Basement Projects Ltd must provide employee liability information to any
organisation that our employees are transferring to, in line with the Transfer of Undertakings Regulations.

Professional Opinions

The GDPR covers any expression of opinion about individuals, and many professional people will routinely record
these, both formally in documents such as case records and informally in letters, memos etc. This will frequently
be the case for support workers at North Worcestershire Basement Projects Ltd.

When an opinion is recorded it is good practice to do the following, and workers should ensure that they adhere to
these guidelines:

Make it clear that it is an opinion. The record should show who gave the opinion and when.
If possible, provide contact details.

Structure the record so that if someone objects to its accuracy, their view or challenge can be included in
such a way that it is given proper weight.

Have a records policy that lays down the criteria that should be considered for continuing to keep the
information or, where appropriate, specific retention periods for certain categories of information.

Make sure that when an opinion is disclosed it is not presented as fact.

The GDPR does not lay down specific rules about the content of the opinion, but they will often have a duty of care
to the subject and will use professional judgement. The GDPR does lay down standards that should be followed

about:
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e The accuracy of the information: any fact contained within the opinion should be accurate. Any challenge
to the accuracy of an opinion should be recorded alongside it.

e The adequacy and relevance of the opinion: whilst personal information should be sufficient for its purpose,
and not include irrelevant material, it should contain enough context to allow a reader to interpret it
correctly. In addition, the date, name and position of the author should be made clear. In some cases, the
opinion will be based on other documents held elsewhere and containing greater detail. The record
containing the opinion should in this case contain enough information to allow the more detailed records to
be traced.

e How long an opinion should be kept: personal information should not be kept for any longer than is
necessary to do the job it was intended for, unless there is another valid reason to keep a comprehensive
record. If a subject asks for an opinion to be deleted, North Worcestershire Basement Projects Ltd will
need to consider whether they need it for adequacy and for their own purposes. For example, it may
explain action that was taken at a later stage.

How do we collect information from people?

We obtain information about any person who contacts us about our services, to make donations, or register to
receive our newsletters. In these cases, the person will be asked if we can use this information to contact them.

People who use our service are asked to complete an induction. This is used by employees to provide appropriate
support. With service users’ permission, other service providers might liaise with us.

We deliver surveys to school pupils via the Upstream Programme. Pupils have the opportunity to opt out of these
surveys. If pupils are identified as needing support they will be given the option to engage with our service and will
complete an induction.

What type of information is collected from you?

The personal information we collect might include the name, address, and email address. When someone is using
our secure online donation pages, the donation is processed by a third-party payment processor, who specialises
in the secure online capture and processing of credit/debit card transactions. Bank card information is not held by
us, if members of the public have any questions regarding secure transactions, we can be contacted by telephone
and other means listed on our website.

How is information used?
We may use personal information to:

e Provide relevant services and support

e process a donation.

e send communications that have been requested. Anyone who has provided information can change
their mind at any time by emailing info@basementproject.org.uk or calling us on 01527 832993.

We review our retention periods for personal information on a regular basis. We are legally required to hold some
types of information to fulfil our statutory obligations (for example the collection of Gift Aid). We will hold personal
information on our systems for as long as is necessary for the relevant activity, or as long as is set out in any
relevant contract held with us.

Who has access to your information?
We will not sell or rent contact or other information to third parties.
We will not share information with third parties for marketing purposes.

Employees who are working to support a service user have access to the service user’s personal information. At
the assessment for support service users are asked to consent to this.
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Third Party Service Providers working on our behalf:

We may pass information to our third-party service providers, agents’ subcontractors and other associated
organisations for the purposes of completing tasks and providing services on our behalf (for example, to fulfil
Pensions and HMRC requirements). However, when we use third party service providers, we disclose only the
personal information that is necessary to deliver the service, and we have a contract in place that requires them to
keep information secure and not to use it for their own direct marketing purposes. We will not release information to
third parties for them to use for their own direct marketing purposes, unless we are required to do so by law, for
example, by a court order or for the purposes of prevention of fraud or other crime.

GDPR and Social Media

North Worcestershire Basement Projects uses social media to publicise events, training and services, thus
reaching and interacting with service users and potential service users. We do not pay for advertisements on social
media platforms. We use Twitter, Facebook, Instagram, Mailchimp* and an online donation platform. Twitter and
Facebook collect data to provide insights about the audiences using their social media. Users will agree to the
platforms’ privacy policies when signing up to use them and will set their own privacy settings for those platforms.
We do not record emails or personal information that could be available through social media. Service users
contact us occasionally via direct messaging and we respond to them appropriately and without sharing personal
information using the platform. We do not upload our own data to social media platforms.

*However, Mailchimp collects email addresses of those people who opt to receive our newsletter via an online sign-
up process, or who give us their permission to add them to our Mailchimp database.

Security precautions in place to protect the loss, misuse, or alteration of your
information

When we receive personal information, we take steps to ensure that it is treated securely.

Non-sensitive details (email address etc.) are often transmitted normally over the Internet, and this can never be
guaranteed to be 100% secure. As a result, while we strive to protect personal information, we cannot guarantee
the security of any information transmitted to us by email. This is at the individual’s own risk. Once we receive
information, we make our best effort to ensure its security on our systems.

How you can access and update your information

All individuals who are the subject of personal data held by us are entitled to:
e ask what information we hold about them and why
ask how to gain access to it
be informed of how to keep it up to date
have inaccurate personal data corrected or removed
prevent us from processing information or request that it is stopped
require us to ensure that no decision which significantly affects an individual is solely based on an
automated process for the purposes of evaluating matters relating to him/her, such as conduct or
performance
e be informed what we are doing to comply with our obligations under the GDPR

You have the right to ask for a copy of the information North Worcestershire Basement Projects Ltd hold about you.
We aim to comply with requests for access to personal information as quickly as possible, unless there is good
reason for delay. In such cases, the reason for delay will be explained to the individual making the request.
Personal information will only be released to the individual to whom it relates, with the exception of the cases
below. The disclosure of such information to anyone else without their consent may be a criminal offence. Any
employee who is in doubt regarding a request for information should check with the Chief Executive Officer.
Information must under no circumstances be sent outside of the UK, without the prior permission of the Board of
Directors.

Requests by, or on behalf of, a child or young person under 18

The right of access extends to children and young people under 18 who understand what it means to exercise
that right. Where a child or young person under 18 makes a request for access to their records, we will need
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to decide whether they have sufficient capacity to do so, i.e. do they understand the nature of the request? If
so, then the request for access should be complied with. The decision should be made by the support worker,
with reference to their line manager or CEO, or The Board of Trustees.

If a child or young person under 18 does not have sufficient capacity to make their own request, a person with
parental responsibility (referred to as a parent) can make the request on the child’s behalf. Where a parent
applies on behalf of a child, we must be satisfied that the child lacks capacity to make a valid application or
has capacity and has authorized the parent to make the application. Where the child does not have the
capacity, we must also be satisfied that the request made by the parent on the child’s behalf is in the child’s
interest.

Where we consider that granting access to a parent is likely to result in serious harm to anyone, including the
child, we will decide whether to refuse access on the grounds set out in the Exemptions section below. If we
refuse to disclose data to a parent either on the grounds that the request is not in the child’s interest or on the
grounds that we consider that to do so would result in serious harm, that parent, acting on the child’s behalf,
may make an application to the Court or to the Information Commissioner.

Requests made on behalf of an adult lacking mental capacity

The GDPR makes no special provisions about requests for access made on behalf of an adult who lacks
mental capacity and is incapable of managing their own affairs. If a person lacks capacity to manage their
own affairs, a person acting under the order of the Court of Protection or acting within the terms of a registered
Enduring Power of Attorney can request access on his or her behalf.

Mental disorder does not equate with mental incapacity, and many persons suffering from the former may
have sufficient capacity to enable them to deal with their affairs. As with access by children and young
persons under 18 (see above) requests for access by persons with a mental disorder will require a judgement
in respect of their capacity to understand the nature of the request and the information sought. The criteria for
making this judgement should follow the guidance of the Mental Capacity Act (2005)

Requests made through another person (an agent)

If a person has the capacity, and if they have appointed an agent, that person can make a valid request for
access on behalf of the data subject. Agents should provide evidence of their authority and confirm their
identity and relationship to the individual. Such evidence should normally be provided in writing. If we are
satisfied that the data subject has authorised the agent to make the request, it must treat the request as
though it had been made by the data subject and proceed accordingly. Access is subject to the rules
specified. This also applies where a person is acting on another’s behalf, under a general power of attorney.
A person who is profoundly physically disabled may not be able to give written consent for an agent to seek
access on their behalf. Where the person is unable to give written consent, we should give the individual as
much assistance as possible. Ultimately, we will have to make a judgement on whether the individual has
given consent for an agent to act on their behalf.

Requests for access to the records of a deceased person

The GDPR only applies to data about living persons; therefore, data held on the deceased is not personal data
as defined by the GDPR. Even though the GDPR does not apply, there may still be issues of confidentiality
surrounding access to records about the deceased, and we may therefore choose what to disclose.

Exemptions

This right to information about an individual is subject to certain exemptions which are set out in the GDPR.

Prevention or detection of crime: We do not need to inform the data subject if we are holding personal data
about him or her for the purposes of the prevention or detection of crime, or to apprehend or prosecute offenders,
nor that information about this has been disclosed to another organisation for these purposes (eg the Police), nor
that it has received information from an organisation which had it in its possession for any of these purposes, nor
that it is holding data about them if the provision of such information would be likely to prejudice disclosure or to
prejudice any of these purposes.

Health: We must not disclose information about physical or mental health or condition without first consulting an
“appropriate health professional”, normally the person responsible for the data subject’s current clinical care in
connection with the matters to which the information relates. This might, for example, be a GP or a psychiatrist.
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References: If we are asked for a copy of a confidential reference written by us about someone and relating to
training, employment or providing a service, we do not have to provide it because of an exemption in the GDPR.

However, as we only provide factual references, we may choose to provide the information and will assess any
requests on a case-by-case basis.

If we are asked for a copy of a reference provided to us, we must consider the request under the normal rules of
access (see above). If it is marked “confidential” we will consider whether it is confidential; for example, if it contains
facts about the worker’s previous employment, these will already be known to them and can simply be disclosed.
Where it is not clear whether the information is not already known to the individual, for example if it appears to
contain opinion, we will contact the referee and seek consent to disclose it. We will weigh the referee’s interest in
having their comments treated confidentially against the individual’'s interest in seeing what has been said about
them.

We may then provide the whole reference, part of it, a summary of it, or none of it, or we may provide it concealing
the identity of the author.

Forecasting: There is an exemption for management forecasting or planning to assist the Data Controller in the
conduct of any business. This could potentially cover data processed in connection with proposed redundancies,
company take-overs or an employee's long-term career prospects. Furthermore, personal data which consists of
records of the intentions of the Data Controller in relation to any negotiations with the data subject are equally
exempt from the rights of access, for example, in connection with pay increases, promotion or severance
packages, if to do so would be likely to prejudice such negotiations.

Legal professional privilege: If personal data consists of information in respect of which a claim to legal
professional privilege could be maintained in legal proceedings, this data is exempt from the provisions.

Research: The GDPR provides exemption from the subject information provisions and disclosure requirements for
data required for research purposes. Such data must not be processed in a way that could lead to damage or
distress to the data subject; nor should it be made available in any form which identifies any data subjects. In
addition, the data will not be supplied to third parties not involved in the research, nor be kept for longer than
required for the research and be destroyed within an agreed timescale.

Other laws: Where other enactments prevent disclosure then a data subject cannot rely on the GDPR to seek
access to records, for example adoption records and reports, parental order records etc.

Employee responsibilities

All employees must ensure that, in carrying out their duties, North Worcestershire Basement Projects Ltd is able to
comply with its obligations under the GDPR. In addition, each employee is responsible for:

checking that any personal data that they provide to us is accurate and up to date

informing us of any changes to information previously provided, e.g. change of address

checking any information that we may send out from time to time, giving details of information that is being kept and
processed If personal details are inaccurate, they will be amended upon request. If by providing this information we
would have to disclose information relating to or identifying a third party, we will only do so provided the third party
gives consent, otherwise we may edit the data to remove the identity of the third party.

The accuracy of your information is important to us. If you change any of the information we hold, or it is inaccurate
or out of date, please email us info@basementproject.org.uk, or write to us at: The Basement Project, Hanover
House, 1 Hanover Street, Bromsgrove B60 3SH. Alternatively, you can telephone us on 01527 832993.

If, as part of their responsibilities, employees collect information about other people or about other employees they
must comply with this policy. This includes ensuring the information is processed in accordance with the GDPR, is
only processed for the purposes for which it is held, is kept secure, and is not kept any longer than is necessary.
Employees are reminded that the GDPR does not just apply to records held relating to our employees, but also to
any service user files/records. Information stored on service users should be reviewed regularly to ensure it is
accurate and up to date. All documents, whether handwritten or stored in emails (current or deleted) are potentially
disclosable in the event of a request from an employee or service user.

Data security

The need to ensure that data is kept securely means that precautions must be taken against physical loss or
damage, and that both access and disclosure must be restricted.
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All employees are responsible for ensuring that any personal data which they hold is kept securely and that
personal information is not disclosed either orally or in writing or otherwise to any unauthorised third party.

Confidential information must only be sent to the authorised person(s) and should not be sent externally by email
without authority. Such messages should be fully encrypted (or any attachments containing confidential information
password protected and the password sent separately).

When working away from the normal place of work (e.g. travelling, working from home or at a different venue) there
are increased security measures that should be followed:

o If logging into our IT systems remotely, using computers that do not belong to us, employees must ensure
that they do not save the password, and that they log out at the end of the session Did we say that this
should not be done?

e check the location and direction of the screen to ensure confidential information is out of view. Take steps
to avoid messages being read by other people, including who might be able to overlook the work whilst on
business travel.

e ensure that any printed data is collected and stored securely
e ensure that files are password protected and data saved to our system when accessible

o be aware that other people may overhear conversations made on mobile phones ) and therefore steps
must be taken to ensure that confidentiality rules are not broken.

North Worcestershire Basement Projects Ltd uses an electronic database to manage case work. We require the
provider to fulfil the GDPR. The online database used for managing our work is built on the "Salesforce" platform
which has robust privacy and security protections including multi-factor authentication.

Care should be taken when using social networking sites (such as Facebook or Twitter) at any time, either via our
systems or from home. North Worcestershire Basement Projects Ltd does not encourage employees to write about
their work in any way and would prefer them not to do so. If individuals choose to do so they should not disclose
our name or allow it to be identified by any details at all. Postings to websites should not breach copyright or other
laws, nor disclose confidential information, defame North Worcestershire Basement Projects Ltd or its suppliers,
service users , volunteers or employees, or disclose personal data or information about any individual that could
breach the GDPR. Further information is available in our Acceptable Use of IT Policy.

Publication of information

Information that is already in the public domain is exempt from the GDPR. This would include, for example,
information on employees contained within externally circulated publications such as brochures and other sales
and marketing aids.

Any individual who has good reason for wishing their details not to be included in such publications should contact
the Chief Executive Officer.

Subject consent

Our contracts of employment require the consent of employees to the processing of personal data for the purposes
of administration, management, and employment. This includes payroll, benefits, medical records, absence
records, sick leave/pay information, performance reviews, disciplinary and grievance matters, pension provision,
recruitment, family policies (maternity, paternity, adoption etc) and equal opportunity monitoring.

Express consent to process the data will be obtained in some cases, such as if the data is sensitive (for example
information about health, race or gender). Such processing may be necessary to comply with some of our policies,
such as health and safety and equality and diversity.

Information about an individual will only be kept for the purpose for which it was originally given. Employees and
managers must not collect data that is simply "nice to have" or which is to be used for another purpose.
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Retention and disposal of data

Information will be kept in line with our document retention guidelines (Appendix 1). All employees are responsible
for ensuring that information is not kept for longer than necessary. Documents containing any personal information
will be disposed of securely, and paper copies will be shredded.

Registration

North Worcestershire Basement Projects Ltd is registered in the Information Commissioner's public register of data
controllers. The GDPR says that organisations which process information need to register with the Information
Commissioner's Office. There are exceptions to this rule for some not-for-profit organisations. Under these
exceptions, North Worcestershire Basement Projects Ltd does not have to register with the Information
Commissioner.

However, North Worcestershire Basement Projects Ltd has registered voluntarily with the Information Commission.
The Board of Directors is responsible for ensuring compliance with the GDPR, for notifying and updating the
Information Commissioner of our processing of personal data, and for the monitoring and implementation of this
policy on behalf of North Worcestershire Basement Projects Ltd.

Any changes made to the information stored and processed must be brought to the attention of the Board of
Trustees immediately.

Implementation, monitoring and review of this policy

The Board of Trustees has overall responsibility for implementing and monitoring this policy, which will be reviewed
on a regular basis (at least every two years) and additionally whenever there are relevant changes in legislation or
to our working practices.

Page 11 of 21



APPENDIX 1 - DOCUMENT RETENTION PROTOCOLS

North Worcestershire Basement Projects Ltd’s document retention protocols are listed below and encompass both the legal
requirements and our organisation’s specific requirements. We will review data regularly and ensure that old data is identified
and removed and destroyed safely. We will add data types to this list as and when appropriate.

The GDPR states that personal files should not be kept “longer than necessary” but does not define this concept. Other public
bodies have created their own document retention protocols and where these relate to the work of North Worcestershire
Basement Projects Ltd, we have adopted these as best practices.

The retention periods below are North Worcestershire Basement Projects Ltd’s minimum.

Documents

HUMAN RESOURCES
Employee personnel & training files

Senior executive records e.g. Trustees

Details of redundancy calculations,
payments

Unsuccessful job applications - forms
and interview notes / score sheets

Timecards/records
Expense accounts
Collective labour agreements

Sickness records

Statutory sick pay records
Annual leave records

Appraisals and Supervisions

Discipline and grievance records

Maternity leave and pay records
Parental leave

Records relating to employees under 18

PENSIONS

Records relating to notifiable events and
concerning decisions to allow retirement
due to incapacity, pension accounts and
associated documents

Pension scheme investment policies

Pensioners records
Actuarial valuation reports
Money purchase details
Trust deeds and rules

Recommended retention period

Seven years from recruitment
Permanently

Six years after employment ceases

3 years following date of notification

Two years following audit

Seven years following year end for public
companies

Ten years after ending

Forty years after employment ends

Three years after end of tax year to which
they relate

Two years

Two years

May not be used once duration of
warnings is spent, but should be retained
for two years

Three years after end of tax year in which
the maternity period ends

Five years from first request (Eighteen
years with disabled child)

Until the young person reaches the age
of 21

Six years from the end of the scheme
year in which the event took place or the
date upon which the accounts/reports
were signed/completed.

Twelve years from the ending of any
benefit payable under the policy

Twelve years after benefit ceases
Twelve years after benefit ceases
Six years after transfer or value taken
Permanently

Page 12 of 21

Comments

Health and Safety records may need to
be kept longer (see below)

Best practice
Best practice
Various discrimination Acts

recommend six months. One-year
limitation for defamation actions.

Working Time Regulations 1998
Companies Act 1985, section 222

Best practice

In case of claims for personal injury or
under the Disability Discrimination Act

Statutory Sick Pay (general)
Regulations 1982

Transfer of Undertakings (Protection of
Employment) Regulations 2006

Statutory Maternity Pay (general)
Regulations 1986

Best practice

Limitation Act 1980

Retirement Benefits Schemes
(Information Powers) Regulations 1995

Best practice

Best practice

Best practice



Documents Recommended retention period

HEALTH & SAFETY

Accident books, records and Forty years
reports
Health and Safety records Forty years

Risk assessments and records of | Permanently
consultations with safety reps and
committees

MEDICAL RECORDS

Medical records and details of biological tests as
specified by the COLW Regulations

Medical records as specified by COSHH
regulations

Records of tests and examinations of control
systems and protective equipment under the
COSHH regulations

Medical records as specified by the COAW
Regulations

Medical records as specified by the lonising
Radiations Regulations

Comments

Three years from date of last entry for claims under RIDDOR 1995; longer
period recommended because of risk of personal injury claims or claims

under the Disability Discrimination Act.

Personal injury claims must normally commence within three years of injury.
However, this period may be substantially extended for industrial injuries
which are not capable of being detected in less than three years.

Best practice

Forty years from date of last entry

Forty years from date of last entry

Five years from date of the test

Forty years from date of last entry (four years
from the date of issue for medical
examination certificates)

Until the person reaches the age of 75 but in
any event at least 50 yrs

Control of Lead at Work
Regulations 1998

COSHH Regulations 1999

COSHH Regulations 1999

Control of Asbestos at Work
Regulations 1987 and 1998

lonising Radiations
Regulations 1999

ACCOUNTING RECORDS

Accounting records

Seven years following year
end

Companies Act 1985
section 221

HM Revenue & Customs approvals

Permanently

Best practice

Wage/salary records (including overtime, bonuses and expenses,
other payment records including statutory payments, working tax
credit, NMW, payments to subcontractors, gains on share options

and student loan deductions)

Seven years
following year
end

Taxes Management Act 1970

Income Tax (Employments) Regulations
1993 and Income Tax (Pay As You Earn)
Regulations 2003

SERVICDE USER RECORDS

Assessment notes

The length of time the service user is using our
services plus one year

Principle 5, GDPR

Case notes

The length of time the service user is using our
services plus three years

Principle 5, GDPR

Client’s personal data

The length of time the service user is using our
services plus three years (in case of follow-up,
or a return to our services within that period)

Principle 5, GDPR

Record of interventions

The length of time the service is using our
services plus three years

Principle 5, GDPR

Workshop attendance

One year for reporting back to stakeholders
including funders

Principle 5, GDPR

Client outcomes

See Case Notes. Otherwise, one year for
reporting back to stakeholders including
funders.

Principle 5, GDPR
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APPENDIX 2 — PRIVACY STATEMENT

Privacy Statement

Preservation of privacy is important to North Worcestershire Basement Projects Ltd and we are
committed to letting individuals know how we use personal information and to making only
responsible use of your data.

References to “we”, “us”, “you” or “our” in this Privacy Policy are references to North
Worcestershire Basement Projects Ltd, a company limited by guarantee registered in England
and Wales, registered company number: 05230659; and a charity registered in England and
Wales, registered charity number: 1106209.

Information about an individual

We will collect personal information from an individual when they or their organisation enquires
about our activities, register as a service user with us or support our services. This may include
the individual’s name, title, email address, physical address, telephone numbers and job title.
We may also ask for some additional, non-personal information.

Our use of this information

Personal information will only be used to process individual requests, to provide services, and to
provide information relating to our services and all other services in which we think you may be
interested.

Security
We will take precautions to prevent the loss, misuse, or alteration of information we receive.

Communications in connection with this service may be sent by e-mail. For ease of use and
compatibility, communications (other than payments where applicable) will not be sent in an
encrypted form unless it is required, and the individual provides the certification to enable us to
communicate with them in that way. Unless encrypted, email is not a fully secure means of
communication. Whilst we endeavour to keep our systems and communications protected
against viruses and other harmful effects, we cannot bear responsibility for all communications
being virus-free.

Other information

If an individual would like us to correct or update any information we keep about them, or would
like information deleted from our records, they should email us at info@basementproject.org.uk

This privacy statement may be updated from time to time, so please check it periodically.
Links within our sites to other websites are not covered by this privacy statement.

Page 14 of 21


mailto:info@basementproject.org.uk

Appendix 3

Website Privacy Policy

Privacy Policy (on the website)

We have created this privacy statement to demonstrate our firm and continuing commitment to the
privacy of personal information provided by those visiting and interacting with this web site. We hold the
privacy of your personal information in the highest regard. The following discloses our information
gathering and dissemination practices for this website.

We recognise the importance of protecting your privacy and our policy is designed to assist you in
understanding how we collect, use and safeguard the personal information you provide to us and to
assist you in making informed decisions when using our site. This policy will be continuously assessed
against new technologies, business practices and our customers’ needs.

What Information Do We Collect?

When you visit this web site you may provide us with two types of information: personal information you
knowingly choose to disclose that is collected on an individual basis and Web site use information
collected on an aggregate basis as you and others browse our Web site.

1. Personal Information You Choose to Provide:

Contact Information: When you use our contact form you will provide us with information about yourself.
Email Information

If you choose to correspond with us through email, we may retain the content of your email messages
together with your email address and our responses. We provide the same protections for these
electronic communications that we employ in the maintenance of information received by mail and
telephone.

2. Web Site Use Information

Similar to other commercial Web sites, our Web site utilises a standard technology called “cookies” and
web server log files to collect information about how our Web site is used. Information gathered through
cookies and Web server logs may include the date and time of visits, the pages viewed, time spent at
our Web site, and the Web sites visited just before and just after our Web site.

How Do We Use the Information That You Provide to Us?

Broadly speaking, we use personal information for purposes of administering our business activities,
providing the products and services you requested, to monitor the use of the service, our marketing and
promotional efforts and improve our content and service offerings, and customise our site’s content,
layout, services and for other lawful purposes. These uses improve our site and better tailor it to meet
your needs.

Furthermore, such information may be shared with others on an aggregate basis. Personally, identifiable
information or business information will not be shared with parties except as required by law.
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Occasionally, we may also use the information we collect to notify you about important changes to our
website and new services we think you might find helpful. You may notify us at any time if you do not
wish to receive these offers by emailing us at the link provided on the newsletter.

What Are Cookies?

A cookie is a very small text document, which often includes an anonymous unique identifier. When you
visit a Web site, that site’s computer asks your computer for permission to store this file in a part of your
hard drive specifically designated for cookies. Each Web site can send its own cookie to your browser if
your browser’s preferences allow it, but (to protect your privacy) your browser only permits a Web site to
access the cookies it has already sent to you, not the cookies sent to you by other sites. Browsers are
usually set to accept cookies. However, if you would prefer not to receive cookies, you may alter the
configuration of your browser to refuse cookies. If you choose to have your browser refuse cookies, it is
possible that some areas of our site will not function as effectively when viewed by the users. A cookie
cannot retrieve any other data from your hard drive or pass on computer viruses.

How Do We Use Information We Collect from Cookies?

As you visit and browse our Web site, the site uses cookies to differentiate you from other users. In
some cases, we also use cookies to prevent you from having to log in more than is necessary for
security. Cookies, in conjunction with our Web server’s log files, allow us to calculate the aggregate
number of people visiting our Web site and which parts of the site are most popular. This helps us gather
feedback to constantly improve our Web site and better serve our service users. Cookies do not allow us
to gather any personal information about you and we do not intentionally store any personal information
that your browser provided to us in your cookies.

IP Addresses

IP addresses are used by your computer every time you are connected to the Internet. Your IP address
is a number that is used by computers on the network to identify your computer. IP addresses are
automatically collected by our web server as part of demographic and profile data known as traffic data
so that data (such as the Web pages you request) can be sent to you.

Sharing and Selling Information

We do not share, sell, lend or lease any of the information that uniquely identify a subscriber (such as
email addresses or personal details) with anyone except to the extent it is necessary to process
transactions or provide services that you have requested.

How Can You Access and Correct Your Information?
You may request access to all your personally identifiable information that we collect online and maintain
in our database by emailing or writing to us at the usual address.

What About Legally Compelled Disclosure of Information?

We may disclose information when legally compelled to do so, in other words, when we, in good faith,
believe that the law requires it or for the protection of our legal rights. We may also disclose account
information when we have reason to believe that disclosing this information is necessary to identify,
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contact or bring legal action against someone who may be violating our Terms of Service or to protect
the safety of our users and the Public.

What About Other Web Sites Linked to Our Web Site?

We are not responsible for the practices employed by websites linked to or from our Web site or the
information or content contained therein. Often links to other Web sites are provided solely as pointers to
information on topics that may be useful to the users of our Web site.

Please remember that when you use a link to go from our website to another web site, our Privacy Policy
is no longer in effect. Your browsing and interaction on any other web site, including web sites, which
have a link on our website, is subject to that web site’s own rules and policies. Please read over those
rules and policies before proceeding.

Your Consent
By using our website you consent to our collection and use of your personal information as described in
this Privacy Policy. We reserve the right to amend this privacy policy at any time with or without notice.

Surveys & Contests

From time-to-time our site requests information from users via surveys or contests. Participation in these
surveys or contests is completely voluntary, and the user therefore has a choice whether or not to
disclose this information. Information requested may include contact information (such as name and
shipping address), and demographic information (such as postcode, age level). Contact information will
be used to notify the winners and award prizes. Survey information will be used for purposes of
monitoring or improving the use and satisfaction of this site.

Policy Modifications

We may change this Privacy Policy from time to time. If/when changes are made to this privacy policy,
we will email users who have given us permission to do so. We will post any changes here, so be sure to
check back periodically. However, please be assured that if the Privacy Policy changes in the future, we
will not use the personal information you have submitted to us under this Privacy Policy in a manner that
is materially inconsistent with this Privacy Policy, without your prior consent.
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APPENDIX 3a — The Data Protection Agreement (for Employees and Volunteers)

THE
basement

Data Protection — Your Responsibility

CREATING A FOUNDATION
FOR INDEPENDENCE

You and the General Data Protection Regulation

The GDPR came into full legal effect on 25" May 2018. Everybody and every organisation in
the EU will comply with only one data protection law, the GDPR. This has not changed since the
UK left The European Union on 318t January 2020.

The data we keep about our employees and volunteers (including Trustees), is kept in line with
statutory requirements and will be used to fulfil Pensions and HMRC requirements. Our payroll
and pensions are outsourced to companies specialising in these fields.

It is essential that you trust us to act responsibly and in your best interest.

Your Agreement

North Worcestershire Basement Projects Ltd fully accepts this responsibility and we give you a firm
undertaking to keep the information about you accurate, up to date and relevant only to the purpose for
which it was originally collected, and prevent it being used in any unauthorised way. Some of the
information we receive from you is of a sensitive nature and we will inform you at the time if we would
like to record that information.

You have the right to say you do not want some specific information being held about you. This will not
affect the service we offer you, although there will always be a minimal amount of information that we will
need to keep if we are to work together.

If you suspect that our records are inaccurate, or if you feel that we have used information about you
unfairly or in a way that has caused you, or someone else, distress, you have a right to contact our Chair
of Trustees or Trustee with responsibility for Data Protection to review your personal record.

We aim to comply with requests for access to personal information as quickly as possible, unless there is
good reason for delay. In such cases, the reason for delay will be explained to the individual making the
request.

Once you have read this form, please indicate that you authorise us to keep information about you: the
specific reasons data is held will be indicated to you whenever information is collected.

PTO
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Confidentiality Statement

As an employee or volunteer you are required to exercise a high level of privacy. This means that what
you hear or see at the Basement Project regarding personal matters stays within the Basement Project.
Unless you are told about, or witness, a situation that has occurred you should not try to find out this
information. The rationale for this is that, if you have not been told certain information, you do not need
to know it.

Any files stored on North Worcestershire Basement Projects Ltd premises are for the attention of the
person working with that particular service user group or with the responsibility for managing that
information e.g. Support Workers, Finance & Administration Manager or Chief Executive Officer, and
should only be accessed with the appropriate consent (refer to Data Protection Policy).

You must not disclose confidential information about North Worcestershire Basement Projects Ltd or any
service user organisation you are placed with, including any information regarding employees, business
associates or business activities, to unauthorised persons whether internal or external.

Confidential information should be clearly marked as such if it is not to be disclosed. You must have
written authority before disclosing confidential information to any third party. Confidential information
should be locked away when you are away from your desk or office.

Confidential information, including personal data or files, should not be left unguarded in areas where
there is public access. You must not disclose personal data to other employees unless it is required for
their work. Any requests for personal information, either in writing or on the telephone, e.g. from the
police, HMRC or any other body, must be referred to the Chief Executive Officer.

Access passwords or other security information should not be disclosed to others unless authorised to
have this information. All computer produced output and manual records must be securely disposed of.

Employees based off-site must shred any information they hold which is no longer required.

The only exception for breaking a confidence would be the legal responsibility everyone has relating to
the welfare and safety of children and young people (refer to Safeguarding Policy). It should be noted
that North Worcestershire Basement Projects Ltd employees and volunteers must ensure that service
users using Services are made aware of this legal duty before they work with them. A Confidentiality
Statement is displayed on the wall and service users are made aware of this.

Gossip

The handling of gossip may on the surface appear to be both petty and simple. However, the potential
damage of gossip to North Worcestershire Basement Projects Ltd, in relation to our professional
reputation and to individuals, can be limitless. It is a matter of great significance to our organisation as
we are set up in a fairly informal manner, so gossip may happen.

As an employee or a volunteer, you will be expected not to enter into gossip about who attends the
Basement Project, who they come to see, what you might overhear from an agency worker or an
individual.

Any employee or volunteer who is found in breach of what is stated here will be asked to withdraw their
services from the Project and appropriate Disciplinary procedures actioned.

If you have any queries about the contents of this policy, please ask an appropriate employee or the
Chief Executive Officer

1, , hereby agree to the Data Protection Policy as set out

above and agree to uphold it. If | find that at any time, | am placed in an awkward position | will

seek advice from the appropriate employee or Line Manager on how to handle the matter.

Signed: Witness:

Date: Position:
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APPENDIX 3b — The Data Protection Agreement (for Service Users)

THE
basement

CREATING A FOUNDATION
FOR INDEPENDENCE

You and the General Data Protection
Regulation (2018)

The General Data Protection Regulation (GDPR) came into full legal effect on 25" May 2018. Everybody
and every organization in the EU will comply with only one data protection law, the GDPR. This has not
changed since the UK left The European Union on 31t January 2020.

Like other housing organisations and charities, we need information about people using our services.
The information we collect from you is used to provide continuing support and to improve the service we
offer. We use a database called In-Form to manage our work with service users. We do not share this
information with other agencies. Your confidentiality is respected and names and addresses of our
service users are not disclosed.

It is essential that you trust us to act responsibly and in your best interest.
Your Agreement

The Basement Project fully accepts this responsibility, and we give you a firm undertaking to keep the
information about you accurate, up to date and relevant only to the purpose for which it was originally
collected, and prevent it being used in any unauthorised way. Some of the information we receive from
you is of a sensitive nature and we will inform you at the time if we would like to record that information.
You have the right to say you do not want some specific information being held about you. This will not
affect the service we offer you, although there will always be a minimal amount of information that we will
need to keep if we are to work together.

If you suspect that our records are inaccurate, or if you feel that we have used our information about you
unfairly or in a way that has caused you or someone else distress, you have a right to contact our Chair
of Trustees or Trustee with responsibility for Data Protection to review your personal record.

We aim to comply with requests for access to personal information as quickly as possible, unless there is
good reason for delay. In such cases, the reason for delay will be explained to the individual making the
request.

Once you have read this form, please indicate that you authorise us to keep information about you: the
specific reasons for holding data will be indicated to you whenever information is collected.

Signed (Service User)

Date

Signature of person collecting data on behalf of the Basement:

Print Name Position
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